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1. Domain Name Service (DNS)

DNS Stands for Domain Name Service.On the Internet, the Domain Name Service (DNS) stores and associates many types of information with domain names; most importantly, it translates domain names (computer hostnames) to IP addresses. It also lists mail exchange servers accepting e-mail for each domain. In providing a worldwide keyword-based redirection service, DNS is an essential component of contemporary Internet use. 

1.1. BIND
BIND (Berkeley Internet Name Domain) is an open reference implementation of the Domain Name System (DNS) protocol and provides a redistributable implementation of the major components of the Domain Name System.

Bind includes :

a name server (named)

a resolver library

troubleshooting tools like nslookup and dig

The BIND DNS Server is used on the vast majority of name serving machines on the Internet, providing a robust and stable architecture on top of which an organization’s naming architecture can be built. The resolver library included in the BIND distribution provides the standard APIs for translation between domain names and Internet addresses and is intended to be linked with applications requiring name service.

1.2. Firewall Config 
Bind listens on port 53 UDP and TCP. TCP is normally only used during zone transfers so it would appear that you could filter it if you have no slaves. However If the response to a query is greater than 1024 bytes, the server sends a partial response, and client and server will try to redo the transaction with TCP.

Responses that big do not happen often, but they happen. And people do quite often block 53/tcp without their world coming to an end. But this is where one usually inserts the story about the Great DNS Meltdown when more root servers were added. This made queries for the root list greater than 1024 and the whole DNS system started to break down from people violating the DNS spec (RFC1035) and blocking TCP.

1.3. Installing Bind in Ubuntu
For installation we need to type this command  to the command prompt (see Note 1,Note 2 and Note 3  ):

	sudo apt-get install bind9 dnsutils


Note 1 : To make an installation and also to have the permission to change most of the things in your server , you need to login as root ( administrator ) first.To be root you need to call this command :
	sudo passwd root


and give root a password. Afterwards we become root by restart or running the command “ su ”

Note 2 : You need internet connection to install bind utilities.An if you are using internet behind a proxy server you need to edit /etc/bash.bashrc file .
Open /etc/bash.bashrc file :

#to the command prompt

	sudo vi /etc/bash.bashrc


#add these lines to the file 

	export http_proxy=http://domain\\username:password@proxyserver.net:port/

export ftp_proxy=http://domain\\username:password@proxyserver.netport/




#in my configuration i edited like that
	export http_proxy=http://isec\\a21160737:mypassword@proxy.isec.pt:8080/

export ftp_proxy=http:// isec\\a21160737:mypassword@proxy.isec.pt:8080/



save and exıt the file (see Note 3)

And then we need to edit the file /etc/apt/apt.com 


Open the file :

#to the command prompt

	sudo vi /etc/apt/apt.com


#add this line to the file 

Acquire::http::Proxy "true"
Note 3 : While editing a file we need to know these :
To insert a data,first press ‘i’
To save, hit 'Esc', then ':w'.
To save and exit, hit 'Esc', then ':wq'.
To exit without saving, hit 'Esc', then ':q!'.

(All without quotes.)

1.4. Configuring Bind
If you install Bind from the source code, you will have to edit the file named.conf. However, Ubuntu provides you with a pre-configured Bind, so we will edit named.conf.local file

	sudo vi /etc/bind/named.conf.local


This is where we will insert our zones.(Note 3)
Note 3 : DNS zone is a portion of the global DNS namespace. This namespace is defined by RFC 1034, “Domain Names - Concepts and Facilities” and RFC 1035, “”Domain Names - Implementation and Specification”, and is laid out in a tree structure from right to left, such that divisions of the namespace are performed by prepending a series of characters followed by period (’.'), to the upper namespace
You need to add the following lines in named.conf.local file

	# This is the zone definition. replace example.com with your domain name

zone “example.com” {
type master;
file “/etc/bind/zones/example.com.db”;
};
# This is the zone definition for reverse DNS. replace 0.168.192 with your network address in reverse notation - e.g my network address is 192.168.0

zone “0.168.192.in-addr.arpa” {
type master;
file “/etc/bind/zones/rev.0.168.192.in-addr.arpa”;
};


Now you need to edit the options file

Open the file 

	sudo vi /etc/bind/named.conf.options


We need to modify the forwarder. This is the DNS server to which your own DNS will forward the requests he cannot process.

	forwarders {
# Replace the address below with the address of your provider’s DNS server
123.123.123.123;
};


Add the zone definition files (replace example.com with your domain name

	sudo mkdir /etc/bind/zones


Open the zone definition file

	sudo vi /etc/bind/zones/example.com.db


The zone definition file is where we will put all the addresses / machine names that our DNS server will know.Example zone file as follows

	// replace example.com with your domain name. do not forget the . after the domain name!
// Also, replace ns1 with the name of your DNS server
example.com. IN SOA ns1.example.com. admin.example.com. (
// Do not modify the following lines!
2007031001
28800
3600
604800
38400
)
// Replace the following line as necessary:
// ns1 = DNS Server name
// mail = mail server name
// example.com = domain name
example.com. IN NS ns1.example.com.
example.com. IN MX 10 mail.example.com.
// Replace the IP address with the right IP addresses.
www IN A 192.168.0.2
mta IN A 192.168.0.3
ns1 IN A 192.168.0.1


1.5. Create Reverse DNS Zone file
A normal DNS query would be of the form ‘what is the IP of host=www in domain=mydomain.com’. There are times however when we want to be able to find out the name of the host whose IP address = x.x.x.x. Sometimes this is required for diagnostic purposes more frequently these days it is used for security purposes to trace a hacker or spammer, indeed many modern mailing systems use reverse mapping to provide simple authentication using dual look-up, IP to name and name to IP.

In order to perform Reverse Mapping and to support normal recursive and Iterative (non-recursive) queries the DNS designers defined a special (reserved) Domain Name called IN-ADDR.ARPA. This domain allows for all supported Internet IPv4 addresses (and now IPv6).

	sudo vi /etc/bind/zones/rev.0.168.192.in-addr.arpa


Copy and paste the following sample file

	//replace example.com with yoour domain name, ns1 with your DNS server name.
// The number before IN PTR example.com is the machine address of the DNS server. in my case, it’s 1, as my IP address is 192.168.0.1.


@ IN SOA ns1.example.com. admin.example.com. (
2007031001;
28800;
604800;
604800;
86400
)

IN NS ns1.example.com.
1 IN PTR example.com


Restart Bind server using the following command

	sudo /etc/init.d/bind9 restart


1.6. Testing DNS Server
Modify the file resolv.conf with the following settings

	sudo vi /etc/resolv.conf


Enter the following details save and exit the file.
	// replace example.com with your domain name, and 192.168.0.1 with the address of your new DNS server.

search example.com
nameserver 192.168.0.1


Test your DNS Using the following commands
#to the command prompt

	dig example.com


	nslookup www.example.com


2. Dynamic Host Configuration Protocol (DHCP)

The Dynamic Host Configuration Protocol (DHCP) is a network service that enables host computers to be automatically assigned settings from a server as opposed to manually configuring each network host. Computers configured to be DHCP clients have no control over the settings they receive from the DHCP server, and the configuration is transparent to the computer's user.

The most common settings provided by a DHCP server to DHCP clients include:

• IP-Address and Netmask

• DNS

• WINS

However, a DHCP server can also supply configuration properties such as:

• Host Name

• Domain Name

• Default Gateway

• Time Server

• Print Server

The advantage of using DHCP is that changes to the network, for example a change in the address of the DNS server, need only be changed at the DHCP server, and all network hosts will be reconfigured the next time their DHCP clients poll the DHCP server. As an added advantage, it is also easier to integrate new computers into the network, as there is no need to check for the availability of an IP address. Conflicts in IP address allocation are also reduced.

A DHCP server can provide configuration settings using two methods:

MAC Address This method entails using DHCP to identify the unique hardware address of each network card connected to the network and then continually supplying a constant configuration each time the DHCP client makes a request to the DHCP server using that network device.

Address Pool

This method entails defining a pool (sometimes also called a range or scope) of IP addresses from which DHCP clients are supplied their configuration properties dynamically and on a fist come first serve basis. When a DHCP client is no longer on the network for a specified period, the configuration is expired and released back to the address pool for use by other DHCP Clients.

Ubuntu is shipped with both DHCP server and client. The server is dhcpd (dynamic host

configuration protocol daemon). The client provided with Ubuntu is dhclient and should be installed on all computers required to be automatically configured. Both programs are easy to install and configure and will be automatically started at system boot.

2.1. Installation

At a terminal prompt, enter the following command to install dhcpd:

	sudo apt-get install dhcp3-server


You will see the following output, which explains what to do next:

Please note that if you are installing the DHCP server for the first

time you need to configure. Please stop (/etc/init.d/dhcp

stop) the DHCP server daemon, edit /etc/dhcpd.conf to suit your needs

and particular configuration, and restart the DHCP server daemon

(/etc/init.d/dhcp start).

You also need to edit /etc/default/dhcp to specify the interfaces dhcpd

should listen to. By default it listens to eth0.

NOTE: dhcpd's messages are being sent to syslog. Look there for

diagnostics messages.

Starting DHCP server: dhcpd failed to start - check syslog for diagnostics.

2.2. Configuration

The error message the installation ends with might be a little confusing, but the following steps will help you configure the service:

Most commonly, what i want to do is assign an IP address randomly. This can be done with settings as follows:

	# Sample /etc/dhcpd.conf

default-lease-time 600;

max-lease-time 7200;

option subnet-mask 255.255.255.0;

option broadcast-address 192.168.1.255;

option routers 192.168.1.254;

option domain-name-servers 192.168.1.1, 192.168.1.2;

option domain-name "mydomain.org";

subnet 192.168.1.0 netmask 255.255.255.0 {

range 192.168.1.10 192.168.1.100;

range 192.168.1.150 192.168.1.200;

}


This will result in the DHCP server giving a client an IP address from the range

192.168.1.10-192.168.1.100 or 192.168.1.150-192.168.1.200. It will lease an IP address for 600

seconds if the client doesn't ask for a specific time frame. Otherwise the maximum (allowed) lease will be 7200 seconds. The server will also "advise" the client that it should use 255.255.255.0 as its subnet mask, 192.168.1.255 as its broadcast address, 192.168.1.254 as the router/gateway and 192.168.1.1 and 192.168.1.2 as its DNS servers.

If you need to specify a WINS server for your Windows clients, you will need to include the netbios-name-servers option, e.g.

	option netbios-name-servers 192.168.1.1;
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